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MAKING THE GRID SMARTER

The Amperion NMS is a standard based network management system designed for managing and monitoring
Amperion’s B-PLC communications devices and network links. Utilizing a Graphical User Interface and report
generation capabilities, the Amperion NMS provides continuous monitoring of the network from any location.

Amperion-NMS
Facilitating Management of
Your Smart Grid Network
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Google Earth map identifying
geographical location B-PLC devices.

Automated SCADA Collection
SCADA data is collected at the
substation and automatically sent
across the B-PLC network to other
substations and/or back to the
control center saving the utility the
cost of manual readings on site and
improving reliability.

Lease Line Replacement

With B-PLC leased phone lines to
substations can now be retired,
saving the utility recurring telecom
expenses.

Station Security

B-PLC is a low cost way to meet
NERC-CIP requirements for station
security using video surveillance to
protect against copper theft and
vandalism.

Features and Benefits

Performance Monitoring and Automated Report Generation
The Amperion NMS monitors network performance including throughput,
temperature, uptime, and availability. This information can be viewed on screen
or captured graphically in reports. The user has the flexibility of collecting hourly,
weekly, monthly or yearly data for detailed analysis. The Amperion NMS may be
configured to automatically email reports and alerts to identified users.

Google Earth Network Visualization

Google Earth integration with the Amperion NMS provides the added benefit of a
geographical display of the Amperion smart grid network. From the control
center, the operator can easily identify the location of communications equipment
and where problems are occurring in real-time so they may be fixed expediently.

Configuration Management
The Amperion NMS provides a centralized portal for authorized management of
all B-PLC devices in the network.

B-PLC Fault Management

SNMP traps and Syslog messages are automatically logged in the Amperion
NMS. Web-based management allows operators to view this information from
any browser based client, including mobile devices.

Remote Upgrades
The remote download capability of the Amperion NMS enables remote software
upgrades to all Amperion network devices.

Complete B-PLC Smart Grid Solution

The Amperion NMS complements the Amperion Phoenix gateway and B-PLC
Coupler to make up a complete solution set of B-PLC communications on sub-
transmission and transmission lines for smart grid applications.
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Data Sheet
Amperion NMS

Technical Specification:

Hardware:
e Rack Mounted PC

2.6 GHz (or greater) dual processor

4 GB Ram

200GB minimum disk space

Operating Temperature 0° to 40°C

IEEE 802.3x full duplex 10BASE-T, 100BASE-T

Dimensions (W xD xH)  43.1cm x 48.3cm x 4.5cm
(17.25" x 19.0” x 1.75")

e Mounting 19” Rack Mount

Operating System:
e Linux 8.04

Client Interface:
e Secure WEB (HTTPS via SSL & TLS)
e Browsers:
Windows IE 8.0,
Mozilla Firefox 3.6,
Google Chrome 6.0

Protocols:
e TCP/IP v4
e SNMP v2c
e HTTPS

MIBs:

BRIDGE-MIB (RFC 1493)

ENITY-MIB (RFC 2737

IF-MIB (RFC 1573)

MIB-Il (RFC 1213)

RMON-MIB (RFC 1757)

RMON2-MIB (RFC 2021)
SNMP-FRAMEWORK-MIB (RFC 2571)
SNMP-MPD-MIB (RFC 2572)
SNMP-NOTIFICATION MIB (RFC 2573)
SNMP-TARGET-MIB (RFC 2572)
SNMPv2-MIB (RFC 1907)
SNMP-USM-MIB (RFC 2574)
SNMP-VACM-MIB (RFC 2575)
TCP-MIB (RFC 2012)

UDP-MIB (RFC 2013)

Amperion Private MIBs

Communication Services:
e FTP Server,

TFTP Server

DHCP Server

SIP Server

Syslog Server
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Fault Management Features:

e Email Alarm Notification
e Trap Manager
e Syslog Viewer
e RMON Alarm

Configuration Management Features:

e Software Management

User Account Password Management
File Management

Inventory Management

Change audit

Performance Management Features:

e Continuous data collection provides minute-by minute
historical data.

Network Latency Reporting

Bandwidth Reporting

Network Visualization Google Map Integration
Dropped Packets

Network usage, capacity utilization
Interpacket delay variance

CPU, Memory utilization

RF signal strength & Bit Error Rates

Monthly, Weekly, Daily Graphing

Bandwidth

Latency

e Automated Network Discovery

e Device Temperature & Supply Voltage

Security Management Features:

e User Account Password Management
e User account activity logging
¢ RADIUS Server

Ordering Information:

¢ Network Management System
120 - 0077- xxx - 00 Base Unit
XXX 125 125V AC Only

Protected by multiple US and International Patents: US 5,684,450; US 5,929,750; US 5,933,071; US 6,172,597; US 6,144,192;
US 6,282,405; US 6,756,776; US 6,885,674; US 6,985,715; US 6,993,317; US 7,307,357; US 7,492,245; US 7,535,685; US
5,864,284; US 6,040,759; US 7,319,717 and other U.S. and Foreign patents pending.




